AOQ «AJTb®A-TIPUBOP>»

AJIbDA-MPUBEOP

Moan. n pata

WHB. Ne ny6n.

B3am. nHB. Ne

b1

[Mogn. n gata

Ao S AHE

MuB. Ne nogn.

’_QN YTBEPXXOAKO
f aBHbIN KOHCTPYKTOpP

O e
L‘; [A.H. TaHaHbIXuH
wih A 20207

KomMmnnekT cneyunansHoro nporpaMMHoOro obecneueHus

Bepcua 1.0

PykoBopacreo oneparopa
Jincr yrBep)xaeHus
Al1.000414-01 34 Ny P

WNM LAVIPEKTOP
NS A.®. lLerypos
/ﬁpexmp Mo Ka4yecTsy

A.A. TepeHTbEB

KOHmpO./'Ib coomeemcmeus

pebosaHusIM 3aKa3yuka
avanbHuK oTaena 71
O.H. BHykoBCKUIA

lNposepun

Ha aanvu( yrnpasrneHusi 2
[ g A.B. JleoHoB
Paspaboman

CrapLumi urHxeHep otgena 22
25— M.B. NucHsik

HopmokoHmpors
ﬁ W.B. MnaknguHa
e

2020



AO «AJTb®A-TIPUBOP>

AJIb®DA-MPUEOP

[Mogn. v gaTta

B3am. nHB. NQ | UHB. NQ ay6n.

Jloan. u fata

WHB. N noan.

e/ f (e

YTBEPXJEH
Al.000414-01 34 Y

KoMnnekr cneumnanbHOro nporpaMMHoro obecneueHus
Bepcusa 1.0
PykoBogcTeOo oneparopa
AI.000414-01 34
Jlnctos 10



Z{g/

SO66 S
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AJIb®A-TIPUEOP

AHHOTALINSA

HacTosiumii AoKkyMeHT sBMSIeTCsi pyKOBOACTBOM OrniepaTtopa Mo paboTe € KOMMEKTOM CheuuanbHOro
nporpaMMHOro ofecneqeHns KoMnieKca TEXHUYECKNX CPeaCTB oxpaHbl Atosin 1 C.

[lOKyMEHT cocTouT U3 cneayrowmnx pasgenos:

HASHAYEHWE MPOIPAMMbI - copepuT cBeaeHus O HasHaueHun komriekta Cro u ero DYHKUMOHANbHBIX
BO3MOXHOCTSX;

YCIIOBNA BbINOJIHEHNA KOMIMEKTA CrMO - copepuT CBeAeHUsi 0 KOHbUrypaumm anrapaTHbIX ©
MPOrpaMMHbIX CPEACTB, HEOOXOAMMBIX AJIsi BLINOHEHWMST KomriekTa Cr1O;

PABOTA C KOMIMJIEKTOM CrO - copepxuT cBeAeHnst 06 0CHOBHbIX Npuémax paboTbl ¢ komnnektom CrO.

Al1.000414-01 34
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1 HA3HAYEHMUE NMPOrPAMMbDI

1.1 KoMnnekT crneumansHoro nporpaMmMHoro obecnievenns Ar.000414-01 (ganee komnnekt CMO)
npeacTaBnsieT cobot MHOrodYHKLMOHAIbHYIO MPOrpaMMHyto nnaTdhopMy, NpeaHasHauYeHHyo Ansi NOCTPOEHUs
KOMMJIEKCOB TEXHUYECKUX CPeACTB OXPaHbl Ha 06beKTax pa3nMyHoOro MacwTtaba.

1.2 Komnnekt CMNO npuMeHsieTcs B COCTaBe aBTOMATU3MPOBAHHBLIX paboumx MecT u paboumx
CTaHUMA KOMMJeKTa annapaTypbl yrnpaBneHus, cbéopa u 06pabotku mHdbopmaumm All.105.10.00, koMnnekca
Atonn 1 C.

1.3 Komnnekt CIO BktOYaeT:
— cneumanbHoe nporpaMmHoe obecneyeHme CMO Axxon Next AM.000411-01;
— cneumanbHoe nporpaMMHoe obecneyeHme CMO MHOUTUPKA AlM.000415-01.

1.4 CINO Axxon Next npegHa3HaveHO A5 NOCTPOeHUs BuaeonoacncTemMol komniekca Atonn 1 Cu
COBMeCTHO ¢ obopyaoBaHMeM KOMMeKTa TEXHUYECKUX CpeacTB HabnwaeHus obecneumBaeT opMMpOBaHME,
06paboTKy, permcTpaumio, XpaHeHWe U BOCTNPOM3BEAEHNE BMAEOMHGOPMALIMKN, HEOBXOAMMON AN BM3YasSibHOM
OLIeHKN 06CTaHOBKM B 30HaxX KOHTPONS.

1.5 CNO WMHAOWIUPKA npenHasHayeHo A/s MOCTPOEHUS UM OCYLIECTBNIEHWUS B3auMOAENCTBUS
yHKUMOHanbHbIX cucteMm komnnekca Atonn 1C. Ha 6a3e KOMMIEKTOB TeXHUYECKMX CpeacTsB, BXOAAWMX B
KOMMEKC, Ha obbekTe BHeapeHus nog ynpaeneHnem CMO NMHAWUIMPKA BO3MOXHO MOCTpPOEHWE CReaytowmx
(YHKUMOHANbHBIX CUCTEM:

—  CUCTEMDI 06Hapy>|<eva M 3alnTbl OT MPOHNKHOBEHUA;

CUCTEMbI KOHTPONSA U YpaBneHns AOCTYMNoM;

—  CMCTEMbI TPEBOXHO-BbI3bIBHON CUrHanM3aumu;

—  CUCTEMbI OXPAHHOr0 OCBELLEHUS;

—  cucTeMbl ynpasneHus, céopa n 06paboTku nHbopMaumu.

1.6 CNno WHOUTUPKA obecneumMBaeT WMHTEPAKTUBHOE OTOOPaXXEHME COCTOSIHUSI TEXHUYECKMX
CpPeACTB OXpaHbl Ha rpaduyecknx nnaHax, ynpaBfieHWe TEeXHUYECKMMM CpeacTBaMM OXpaHbl, 06paboTky
MHOPMALMOHHBIX M TPEBOXHBIX COOBLLEHMI OT 060PYAOBaHUSI KOMMIEKCa.

1.7 Komnnekt CMNO ycTtaHaBnvMBaeTCs Ha aBTOMaTU3MpOBaHHble paboune mecta un pabouve CTaHuum
(umeHyeMble panee «APM onepaTopa») KOMMJEKTa annapaTtypbl YynpaBneHus, cbopa u 0b6paboTku
nHdopmaumun.

1.8 OyHKUMOHanbHble BO3MOXHOCTK CIMO Axxon Next:
—  B3aMMOAEWCTBME B COCTaBe KOMMJIEKCa C APYrMMM (DYHKLUMOHAbHBIMM CUCTEMAMK;

—  HapaluyBaHue BWAEOMOACUCTEMbI OT  MUHWMANbLHOM  NIOKANbHOW  KOHdUrypaumum Ao
TEpPUTOPUANBHO pacrnpeaeneHHbIX PeLLEeHWIA;

— oTobpaxeHne BuaeoMHdOPMaLMM, MOCTyMNatloWenh OT MoAynen BUAEOHAGMIOAEHNUS B pexume
peanbHOro BpeMeHn Ha MoHnTopax APM onepaTtopa;

—  (hopMMpOBaHME BUAE0APXMBa;

—  HEnpepbiBHYI0, MO PacnucaHWio, MO KOMaHAE onepatopa WAM MO TPEBOXHbIM COObLITUAM
BMAEO03aMUCh M306paxeHUin OT BCEX WM HECKOJSIbKMUX BblOGpaHHbIX Moayfein BuaeoHabnioaeHns Ha undpoBble
HocUTenu;

0TO6paXKeHne BMAEOMHGMOPMALIMM B PEXUME 3apErMCTPUPOBAHHOIO BUAEO;

-~ OoTobBpaxeHue BUAeOMHGOPMaLMKN B NOSIMSKPAHHOM M MOIHO3KPaHHOM PeXuMax;
—  aBTOMATUYECKWUI UMK PYYHOI NEpEXoa MeXay pexuMaMy 0TOBpaXxxeHust BUAEO;
—  BbIGOp W HACTpOMKa pexrMa NonaKpaHa;

—  Bbl6Op MoAynen BMAEOHabMIOAEHNS AN MPOCMOTPa;

Ar1.000414-01 34 4
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—  ynpaBfieHWe KayeCTBOM BbIBOAMMOIO Ha 3KpaH BUAEO;
—  BblBOA BMAEOMHMOpMaumMmn Ha MoHMTopbl APM onepaTtopa no KoMaHAe onepaTopa;

— BblBOA BM,qeOMHCbOpMaLI,MM Ha MoHuTOpbl APM onepaTopa B aBTOMaTUMUYECKOM pexuMe no
CUrHanaM TpeBorun,

— aBTOMaTMYecKOe pacro3HaBaHWe OnacHbIX CUTyauuit (MPOHWKHOBEHWE HapyluTens B
OXpaHSAEMYI0 30HY, NMPUBNMXKEHME K 3aMPELLEHHON 30HE, ABVXXEHME B 3anpeLlEHHOM HanpaBieHun);

—  MOMCK BAeoparMeHTOB B apxuBe AJ1s NMoc/eaytowero npocMoTpa;

—  CO3[aHME OrMepaTMBHOMO apxuBa BWAEO3aNWCEN WM apxuMBa AN A/IUTENBHOTO XPaHEHWUS Ha
BHELUHMX HaKOMUTENSX;
—  3KCMOPT BbI6GpaHHbIX BUAEOKAAPOB U BUAEO3aMNMUCEN;

—  BbINOSIHEHME CLEHApPUEB, CBA3AHHbLIX C OnpeaeneHHbIMU CcobblTaMM (Hanpumep, NPOCMOTP
BMAEO NMpu cpabaTbiBaHWMM AaTynKa);

NPOCMOTP BMAEOMHGMOPMAaLMN O CUTyauuM B 30HAX KOHTPONS nepes MOCTYN/JEHUEM CUrHana
TpeBoru;

—  ynpaBfieHne KynosbHbIM MoAyfieM BUAEOHabntoaeHns;

—  3BYKOBOE W BU3yasibHOE OMoBeLLEeHWe onepaTopa;

—  pasrpaHuyeHve npas OnepaTopos;

—  3awmTa OT HeCaHKUMOHUPOBAHHOMO AOCTYMa K pecypcaM C NOMOLLbIO Napons.
1.9 OyHKUMOHanbHble Bo3mMo)kHoctn CNO MHAUTUPKA:

- obecneyeHne B3anMoAeNCTBUS DYHKLIMOHASbHBIX CUCTEM B COCTaBE KOMIJIEKCA;

— peanusaumMs eaMHOro Mosib30BaTeNbCKOro MHTepdeinca Ha Bcex APM M paboumx cTaHumsx
KOMMJieKca;

— rpaduyeckoe oTobpaxkeHWe U 06paboTKy TPEBOXHOM, CNYXeBHOM M  AMArHOCTUYECKON
MHOPMaLUUM B PEXXUME peasibHOro BPEMEHH;

—  LEHTpanu30BaHHbIA MOHUTOPUHI W YNpaBleHNe TEXHUYECKUMU CPeACTBAMU OXpaHbl B COCTaBe
KOMMeKca;

—  VMHAVKAUMS TEKYLLEro COCTOSIHMSA nepudepuitHbIX CpeacTB 06HapyXeHus;

—  aBTOMATMYECKM U PYYHOW AMCTAHUMOHHBIA KOHTPO/Sb PaboToCnoCO6HOCTU MOAKTIOUEHHbIX
CpeacTB 06HAPY>KEHUS C BblAQYEN COOTBETCTBYIOWMX MHDOPMALIMOHHBIX CUFHAMOB;

— ANCTaHUMOHHOE ynpaBneHne NCNoJIHUTENbHbIMU YCTDOVICTBaMM;

— BO3MOXHOCTb W3MeHeHus KoHdurypaumm (anroputMa paboTbl) GYHKUMOHANMbHBIX CUCTEM
KOMMJieKca;

—  ynpaBfieH1e A0CTYNOM B 30HbI KOHTPONS;
—  OpraHu3auuM MHOrOYpPOBHEBOW CUCTEMbI KOHTPONS AOCTYrMNa Ha 06beKTE;

— ynpaBfieHne AOCTYMNOM B OXpaHsieMble 30Hbl 06bekTa N0 6eCKOHTaKTHOMY MpPOMycKy, IMYHOMY
koay, 6vomMeTpuyeckMMm napaMeTpaMm JIMYHOCTM WM BpeMeHu npoxoda (Man KX BbIBOPOYHOMY
coyeTaHunio);

— yNpaBfieHusi AOCTYNOM B 34aHMSi M 30Hbl 06beKTa C WCMOSIb30BAaHWEM aBTOMAaTUYECKMX
YCTPOWCTB;

- HasHa4yeHnda wHAMBUAYallbHbIX BpPEMEHHbLIX WHTEPBANOB, 30H AO0OCTyna ANla MNeEpCOoHala WU
py6exeit KOHTpons;

—  aBTOMAaTMYECKOE BEAEHMWE NPOTOKONa COBbITUM;
—  BO3MOXHOCTb (DMKCaLUM AEUCTBMI ONePaTopoB;
—  3BYKOBOE W BM3yasibHOE OMOBELLEHNE OnepaTopa;

—  pa3rpaHuYeHve NpaB OnepaTopoB;

Ar1.000414-01 34 5
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— 3alluTa OT HECAHKUMOHMPOBAHHOIO AOCTYMNa K peCypCaM C NOoMOLLbIO NaponA.

1.10 Hactpoiika u KkoHdurypupoBaHue komnnekta CIMO, a Takke HasHayeHue npaB ans APM
onepaTopoB OCYLLECTBASAETCH aAMUHUCTPATOPOM KoMnnekca. Konnuectso 1 HoMeHknatypa APM onpepensieTcs
MPOEKTHBIMU PELEHMSIMA Ha KOHKPETHbIA 06bEKT BHEAPEHUS KOMMNEKCa.

1.11 B komnnekce Atonn 1C moryT 6biTb CKOHDUIYppOBaHbl cneaytowme APM n paboune craHuuu:
—  APM fieXXypHOro rno BOMHCKOM YacTu;
—  APM pexypHOro no KOHTPOSIbHO-MPOMYCKHOMY MYHKTY;
—  APM pexypHOro no KOHTPOJSIbHO-TEXHUYECKOMY MYHKTY;
— APM HavanbHuKa Kapayna;
— APM onepaTopa TeXHUYECKUX CPeACTB OXpaHbl;
—  APM HayvarnbHuKa cyx6bl 3aLmTbl roCyJapCTBEHHOM TaWiHbI;
— APM agMuHucTpaTtopa;
— APM 610p0 Nponyckos;
—  CraHumsi paboyasi AEXXYPHOro MO BOMHCKOW YacTy;
— CraHumsa pabo4yast 4eXypHOro N0 KOHTPOJIbHO-MPOMYCKHOMY MYHKTY;
—  CraHums pabodast AeXYPHOro MO KOHTPOJSIbHO-TEXHUYECKOMY MYHKTY;
— CraHumsa paboyast HavanbHUKa Kapayna;
—  CraHumsa pabodyas onepaTopa TEXHUYECKUX CPeacTB OXpaHbl;
—  CraHumsi paboyasi HauyanbHUKa CNy>Obl 3alWMTbl FOCYAAPCTBEHHON TalHbI;
—  CraHumsa paboyast agMUHUCTpATOpa;
— CraHumsa pabodyast 610po NPOMNYCKOB.

1.12 Ha APM wn pabouve CTaHUMM B 3aBUCMMOCTM OT WX (YHKUMOHANBHOMO Ha3HayeHust
yCTaHaBMBalOTCA Crieaytowmne KOMNOoHeHTbl koMnnekta CrO All.000414-01:

1) Ha APM pexypHOro mno KOHTPOJSIbHO-MPOMYCKHOMY MYHKTY, APM AEXypHOro N0 KOHTPOJIbHO-
TEXHUYECKOMY MYHKTY, CTaHUMIO paboyyto AEXYPHOro No KOHTPOSbHO-MPOMNYCKHOMY MYHKTY, CTaHUMIO paboyyio
[EXXYPHOro Nno KOHTPOJSIbHO-TEXHUYECKOMY NMYHKTY YCTaHaB/IMBAIOTCS CleAyoWwme KOMMOHEHTI:

—  CNO Axxon Next;
- CNno MHAWTNPKA B cocTaBe:

a) MO-CNO-ArM — APM [naBHoe npunoxeHue. MoaynbHblil APM  feXypHOro pexwuma
onepatopos TCO u CKY/;

6) MA-CNO-KNn — APM KImn;

B) NAO-CNO-JINL — akTvBaumMs w pacnpeseneHue nMueH3ni (CUCTEMHBIN Moayib);
r MNAO-CNO-ROOT - MoayNb NMULEH3UPOBAHUS (CUCTEMHDBIV MOZYSIb);

a) MA-CrNO-CPL — cepBep pe3epBMpoBaHUS 6a3 AaHHbIX (CUCTEMHbIN MOAY/b).

2) Ha APM pexypHoro no BoMHCKOM 4YacTi, APM HauanbHWKa kapayna, APM onepatopa TeEXHUYECKUX
CpeacTB oxpaHbl, APM HauyanbHUKa CNyX6bl 3alUUTLl FOCYAAPCTBEHHOW TaWHbl, CTAHLUMIO pabouylo AEXYPHOro
Mo BOWMHCKOW 4acTW, CTaHUMIO pabouyio HauyanbHMKA Kapayna, CTaHuuio pabouyto ornepaTopa TeXHUYECKUX
CPeACTB OXpaHbl, CTaHLUMIO paboyyto HavyanbHWKa CiyX6bl 3alUThl FOCYAApPCTBEHHON TalHbl YCTaHaBAMBalOTCA
cnegyrowme KOMMOHEHTbI:

—  CNO Axxon Next;
- CNno MHAWTNPKA B cocTaBe:

a) MO-CMO-ArM — APM [naBHOe npuioxeHve. MoaynbHbli APM  geXypHOro pexuMa
onepatopos TCO n CKY/[;

Ar1.000414-01 34 6
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6) NA-CNO-Cro APM leHepaTop OTYETOB;

B) MA-CNO-JINL — akTMBaumus M pacnpeaeneHne NMueHsmnin (CUCTEMHbIA Moayb);
r) NO-CMNO-ROOT - Moay”nb NMULIEH3UPOBaHUS (CUCTEMHbIN MOAY/b);

o) NA-CNO-CPL — cepBep pe3epBMpoBaHns 6a3 AaHHbIX (CUCTEMHbIN MOAYIb).

3) Ha APM agMuHuCTpaTopa M CTaHuMio pabouyro aAMMHUCTpaTopa YCTaHaBMBAKOTCA Cleaylolime
KOMMOHEHTHI:

—  CIO Axxon Next;
- CNo MHAWTNPKA B cocTaBe:
a) NA-CNO-CPB KoHdurypaTtop — KOH(UrypaTtop cepBepos;
6) NA-CNO-K®I — koHdurypaTop cuctemsl CMO NHAUTUPKA;
B) NA-Crno-AKH — koHconb ansa bUIM P-08 ucn. 2-6.
r) nA-CNo-Cro — APM lFeHepaTop OTYETOB;
a) nA-Crno-AUC — APM uHxeHepa;
e) nA-Crno-CAP KoHdurypaTtop;
X)  WUAO-CNO-JINL, — akTMBauus 1 pacnpeaesieHne NULEH3nN (CUCTEMHBIA Moaynb);
3) MNO-CMNO-ROOT - Moaynb NMULEH3UPOBaHUSA (CUCTEMHBIV MOAY/b).

4) Ha APM 6t0p0o NponyckoB u CTaHumio pabouyio 610po NponycKkoB YCTaHaBAMBAKOTCS cneayoLlime
nporpaMmHble mogynun Cro NHAUIMNPKA:

a) na-CNo-AbM — APM Bropo nponyckos;

6) NA-Cro-YPB — moaynb yyeTa paboyero BpeMeHu;

B) NA-Crno-A4N — Moaynb AM3aHep NpOMycKoB;

r) NA-CNO-MNL, — akTuBaumst 1 pacnpeaeneHne NMULEH3uin (CUCTEMHBIN MOaYnb);

a) MAO-CNO-ROOT - MoayNb MMLEH3UPOBAHUS (CUCTEMHBI MOAY/b).

Ar1.000414-01 34 7
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2 ycnoBus BbINOJIHEHNA NPOrPAMMbDI

2.1 KomnnekT CMNO yHKUMOHUPYET NoA, ynpaB/ieHMeM onepaLmoHHO cucTeMbl Astra Linux Special

Edition (CMoneHck) Bepcum 1.5 nnm 1.6 ans npoLEeccopHoli apxmuTekTypbl X86-64.

PeXUM (yHKLIMOHMPOBAHUS HEMPEPbIBHbIN.

MUWHUManbHbIV COCTaB anmnapaTHbIX CPeACTB:

npoueccop Intel Celeron 420 1.60GHz (AMD Athlon 64 2800, Intel Pentium 4 3.06 GHz) wnu 6onee
NPOVU3BOAUTENTbHBIN;

06beM onepaTuBHOU namsaTn 1 I6;

XKECTKUN anck o6beMoM He MeHee 120 6 ans YCTaHOBKM cUCTEMbl M He MeHee 4 T6 ans XpaHeHus
BUAE0APXMBA;

anckpeTHas suaeokapTa: cepust NVIDIA GeForce 200 u Bbiwe;
BCTpPOeHHas BuaeokapTa: cepumn ATI Radeon HD 5000 u Bbiwe, OpenGL Bepcun 2.0 v Bbiwe;

KOMMBIOTEPHBIN MOHWTOP C AMaroHanblo He MeHee 19" M paspelleHneMm He MeHee 1280x1024
(CoOTHOLWEHNE CTOPOH 5x4) Mnn MOHMTOP C AMaroHasnbio He MeHee 24" K paspelleHMeM He MeHee
1920x1080 ¢ cooTHOLLEHNEM CTOPOH 16x9;

K/flaBMaTypa M MaHWUNynsTop Mblllb;
3BYKOBasl MnaTa U KONIOHKW;
ceTeBOW aJanTep ctaHaapTa Gigabit Ethernet.

Ar1.000414-01 34 8
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3 PABOTA C MPOrPAMMOA
3.1 3anyck komnnekrta CMNno
3.1.1 [ns 3anycka komnnekTa ClNO Heobxoanmo:
1) 3anyctutb CMO Axxon Next B COOTBETCTBMM C PYKOBOACTBOM ornepaTtopa Al1.000411-01 34;
2) 3anyctutb CMO MHOUIMMPKA B COOTBETCTBUM C pyKOBOACTBOM onepaTopa All.000415-01 34.

3.2 Pa6ora c komnnekTtom CIMNO

3.2.1 Pabota c CMO Axxon Next ocyllecTBNsSeTcs B COOTBETCTBUM C PYKOBOJCTBOM OnepaTopa
AlN.000411-01 34.

3.2.2 Pabota ¢ CMO MHOUTUPKA B cOOTBETCTBMM C PYKOBOACTBOM onepatopa Al.000415-01 34.

3.3 3aBeplweHue paborbl komnaekta CMNoO
3.3.1 [ns 3aBepluenns paboTel komnnekTa CMNO Heobxoanmo:

1) 3aBepwmutb pabotry CMO Axxon Next B COOTBETCTBMM C pPYKOBOACTBOM oOrepaTtopa
Al.000411-01 34;

2) 3aBepwutb pabory CMNO WHAWIMPKA B COOTBETCTBMM C PYKOBOACTBOM  OrepaTtopa
Al1.000415-01 34.

Ar1.000414-01 34 9
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